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This Deck…
• Examines:

– Significant risk of governments being held for ransom from 
malware attacks on their national ICT infrastructure

– Discusses implications to intelligence of people being able to to 
masquerade as your country’s citizens

• Lays out high level requirements for:
– Biometrics
– Privacy
– Malware and denial of service attack defence
– High availability

• So who am I?



Guy Huntington

Guy Huntington is a very 
experienced identity 
architect, program and 
project manager who has led, 
as well as rescued, many 
large Fortune 500 identity 
projects including Boeing and 
Capital One.  He recently 
completed being the identity 
architect for the Government 
of Alberta’s Digital Citizen 
Identity and Authentication 
program.  



Imagine This…

• It’s a few years in the future and your country has successfully 
deployed a modern ICT identity and authentication 
infrastructure producing more than a 1,000 online services for 
citizens to consume similar to what Estonia has done.  Further, 
the same infrastructure is used by your municipalities, crown 
corporations and also 3rd parties likes banks and telcos

• One day, the central identity and authentication infrastructure 
goes down.  Your government receives a message that if they 
don’t pay a ransom of tens of millions of dollars within an hour, 
the infrastructure will stay down.  With research, you will 
realize it could take more than a day or two to bring up.  If you 
do pay, you will be given a encryption key to stop the 
ransomware from functioning

• Since almost all parts of the economy rely upon this, you might 
have to pay….



How Realistic Is This?

• In 2007 Estonia went through a denial of service 
attack that brought them down from Russian gangs
– https://en.wikipedia.org/wiki/2007_cyberattacks_on_Est

onia
• New types of attacks have since evolved call 

“ransomware”
– https://en.wikipedia.org/wiki/Ransomware

• As enterprises and countries adopt sophisticated ICT 
based infrastructure, when the entire country 
becomes dependent upon it, it becomes a lucrative 
lure to organized crime to penetrate the service and 
deposit ransomware type viruses, etc.

• IT’S VERY REALISTIC AND HIGHLY PROBABLE

https://en.wikipedia.org/wiki/2007_cyberattacks_on_Estonia
https://en.wikipedia.org/wiki/Ransomware


Then There’s Multiple Identities…

• Many of the government’s current systems have 
silo-ized identities within them not tying an 
identity physically to a document

• This enables malicious people to leverage the 
discrepancies to their advantage

• They can somewhat easily infiltrate the country 
with forged documents claiming to be someone 
who they are not and even obtain positions of 
possible power within various government 
agencies



The Premise of These Slides…

• Any solution must:
– Unify the existing multiple identities

• i.e. one identity per citizen and resident

– Tie the physical identity to physical and electronic 
records for the identity

• Use biometrics from the moment a person is born

– Leverage technology citizens have in their pockets
• Most of your citizens own or have access to a cell phone

– Less than 20% has internet access



Before We Get To The Solution…

• Come with me on a journey
• Let’s look to the future and envision the life of a 

citizen as they go through their  identity life cycle
• So this deck is long as it takes you through each 

step of a lifecycle showing you potential new 
attack vectors

• To begin, let’s start with when they are born…



It Starts When A Citizen Is Born…

• When you are born, in addition to the traditional 
information being captured, the health worker will also 
take a biometric from you, e.g. a finger scan and/or a 
retina scan

• As well, the health worker will also obtain your parents 
national identities from their national ID card

• There is one important addition to the national ID….it now 
captures the citizen’s cell number in the national ID 
directory

• So, in the national directory, your electronic identity 
begins at birth.  There is also a relationship between you 
and your parents or legal guardians

• Let’s look “behind the scenes” at how this will work by 
first understanding a bit about the architecture...



Nearly 20 Years Ago…

• Many Fortune 500 companies and only a few governments realized that 
single identity was a critical cornerstone piece of their digital strategies

• Without this, no SOA and portal strategy would work, since having 
multiple identities for the same person would not allow for seamless 
digital and in-person services

• Further, they also realized that having a common access service is 
dependent upon having a unified identity 

• In my own case, at Boeing, in the early 2000’s, we implemented a 
unified identity and access management infrastructure and then 
integrated into this several large portals with more than one million 
users as well as 1,500 applications.  In parallel, they then developed a 
SOA architecture based on the identity infrastructure

• To illustrate this, the next slide is an old Burton Group target identity 
architecture, now nearly 20 years old, showing the basic components of 
an identity and access management system



• An old Burton group target architecture from 
nearly 20 years ago illustrates this showing 
identity, provisioning and access management 
all running as web services



The Point I Am Making…

• For the last 20 years, all identity and access 
management systems have the following 
components:
– Identity Management Server

• In today’s world this is a combination of the Provisioning and 
Identity & Policy Admin from the previous slide

– Directory
• This is the large box at the bottom entitled “Identity Data 

Services
– Access Manager

• This is the box titled Access Policy Enforcement Infrastructure
– API/Internet Gateway server

• This didn’t exist 20 years ago
• You will see this in some slides in this deck



Estonia…

• In Estonia, in the late 1990’s they too realized 
that identity is the key component

• They realized that a common identity for each 
citizen was required

• They also realized that citizen event life triggers 
were also important to streamline government 
services

• Finally, they too also adopted a SOA web services 
architecture



Single Citizen Identity

• One identity per citizen
• Any changes to the identity are then shared with 

other apps/services consuming them
– One place for a citizen to change things like addresses 

and phone numbers
– Citizens don’t have to fill in the same information 

over and over in forms for different apps/services

• Same identity used for access management



Single 
Citizen 
Identity

Citizen

Accesses via their phone or the internet

Government Portal

Ministry 
Apps/Services

Ministry 
Apps/Services

Ministry 
Apps/Services

Municipalities
Apps/Services

3rd Party 
Apps/Services

Crown Corp.
Apps/Services

Citizen Identity  Access Management System

Identity - Foundation of e-Governance



Now Let’s Look At Authoritative Sources

• In the lifecycle of an identity, there are several main 
identity “trigger” points
– These are depicted in the yellow boxes in the next slide

• For each one of these, there are associated business 
processes, usually determined by laws
– These are depicted by the red boxes in the next slide

• Once the data is entered into the authoritative source for 
the identity lifecycle, it then flows to the national identity 
management server
– The black box in the next slide
– This is the smart brains of the identity management system

• It then creates or modifies an identity in the citizen 
tombstone identity directory



National Citizen Identity Lifecycle

Citizen 
Tombstone

Identity 
Directory

Identity 
Management 

System



Why Is It Called “Tombstone”?

• The national identity and access management 
infrastructure only stores high level “tombstone” 
identity information
– Similar to what is often entered on a person’s tombstone

• This includes things like legal name, place of birth, 
gender, address AND CELL NUMBER

• The directory is not the “mother of all identity 
databases”
– So sensitive information such as tax numbers, etc. stays in 

the respective ministries databases
• This is good privacy design 



Leverage Open Source Software

• The strategy leverages open source software identity 
and access management from a company called 
“ForgeRock”

• Governments using this around the world include 
Canada, Norway, New Zealand, Australia and the 
Province of Alberta

• Large companies like Toyota also use it
• So this is proven and you won’t be the first to use it
• Let me show you what really happens “underneath 

the hood”…



The Actual Architecture…

• The following slide shows the actual architecture used
• To simplify this let’s pretend that you’ve just been born
• The birth registration, including your biometric, plus you 

parents identity information is sent from one of the red boxes 
on the left titled “Birth Authoritative Source”

• It flows out via an API (Application Programming Interface), 
securely through the internet (3 types of encryption used) and 
into one of your national data centres

• It then flows to a box called “Open IG”.  This is the internet 
gateway server mentioned previously

• Open IG then passes the information to the Open IDM server 
(this is the identity management server mentioned previously)

• Open IDM then realizes you are a new entry and then creates a 
new identity in the directory with links to your parent’s/legal 
guardian (this is the LDAP directory mentioned previously)





So Why Am I Showing You This?

• You are about to see how the same underlying 
national identity management and 
authentication infrastructure can be used to 
create new accounts in open source healthcare 
and education management software

• It will also be used to authenticate against



Automatically Create A 
Healthcare Account For The Infant

• The identity management server can be used to 
send your new birth entry, along with your 
parents/legal guardian information to a open 
source health care software (which also exists 
today)

• Included in this is your parents/legal guardians 
cell phone information

• Here’s how this happens “underneath the 
hood”…



Changes To The Citizen’s Identity

• The value of using this architecture is that all government 
ministries, crown corporations, municipalities and 3rd

parties consume the same identity
• So now let’s see how an identity change then flows from 

the identity management server (OpenIDM) to these 
entities…one of which is to the Open Source Health Care 
application to create a new identity for you

• In the next slide you’ll see the identity management 
server, sending your identity information, via Open IG out 
to numerous ministries, crown corps, municipalities and 
third parties

• In this case, one of the “National Ministry Services” would 
be the Ministry’s of Health Open Source Healthcare 
Management Software 





Let’s Say You Don’t Immediately 
Implement Open Source eHealth…

• If it takes time to implement the open source 
eHealth software, then an interim step is to first set 
up each of the existing healthcare applications with 
the same identity and any changes to the identity, 
from the national citizen identity and authentication 
infrastructure

• This will eliminate any possible confusion or costs 
arising from identities that are out of sync between 
the different systems as well as assumptions the 
identity man be more than one person
– E.g. In British Columbia, several years ago, they 

discovered they had 9 million health care cards for 4 
million citizens.  This lead to the creation of a unified 
citizen identity system



When You’re Vaccinated 
Your Biometrics Are Updated…

• Since your finger biometric changes, the 
vaccination point in your lifecycle is an excellent 
opportunity for the local health care worker to 
update it

• So, from a security perspective, this mitigates the 
risk of swapping out infants with another who 
isn’t really the infant



Use Voice To Service 
Citizens Via Telemedicine

• In remote areas where there are no or poor access to 
health care professionals here’s what not could happen…

• A citizen could call a toll freee healthcare number
• They are authenticated using their voice
• The authtentication services then sends a PAI “Persistent 

Anonymous Identifier”  to the helth portal
• The Health portal then maps the PAI to your identity
• With your consent, the citizen grants acces to their 

ehealth record to the health professiona; on the phone
• The medical profession treats them and then updates their 

health record



Why Use A PAI?

• The architecture values a citizen’s privacy
• Therefore, it mitigates against the risk that a malicious 

person, who has access to a ministry server can then 
obtain your unique ID and then masquerade as you on 
another ministry’s server

• So, let’s use an example…
• You the citizen are interacting with two different ministry 

services “A” and “B”
• When you successfully authenticate, Ministry A gets a PAI 

of ABCDE for you, which they then map to your identity 
within the database

• Ministry B gets a PAI of MNOPQ 
• So a person who maliciously obtains ABCDE can’t use this 

on other different ministries databases
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Let’s Follow The Electrons…

• The sick citizens uses their voice to authenticate by calling 
a toll free health number and then saying their name

• The IVR takes the voice and then passes it, via the internet 
to the same infrastructure you saw before in previous 
slides

• It goes through the Internet Gateway server and on to the 
Open AM (access manager server)

• This then verifies the voice against the directory or a 
related biometric server

• If successful, the Open AM server then generates the PAI 
which is then sent, via Open IG to the Health portal

• The portal then maps the PAI to your identity and the 
open source health care software then takes over





What Happens When 
There’s No Connectivity?

• In certain parts of your country there may be no or poor 
connectivity

• You, the infant, will also have a national identity card
– Malaysia creates youth identity cards MyKid

• http://www.malaysiacentral.com/information-directory/mykid-
identity-card-of-malaysia-for-children-below-12-years-
old/#sthash.ZXp3bJOb.dpbs

• On the card will securely be stored some of your medical 
information

• If your parents are in a remote area, the health care 
worker will scan the card using a portable unit, treat or 
vaccinate you and then update the card

• When the healthcare worker reaches connectivity, they 
will upload the information to the healthcare system

http://www.malaysiacentral.com/information-directory/mykid-identity-card-of-malaysia-for-children-below-12-years-old/#sthash.ZXp3bJOb.dpbs


So The Next Time 
You Show Up For Treatment…

• You would present your or your child’s national 
ID card along with your and your child’s 
biometrics 

• The health care field worker would use a 
portable unit to scan the card and upload 
medical information contained on the card

• After treatment, the health care worker updates 
the card and then, when they reach connectivity 
updates the national system



When You Need A Vaccination…

• The open source eHealth software has your 
parents/legal guardian’s cell numbers from the 
national identity and authentication infrastructure

• So…it will be able to send them a SMS message 
telling them you need a vaccination

• This leverages what the citizens have in their pockets 
and the national identity and authentication 
infrastructure

• You, the citizen, have to go to only one place to 
change things like your address and your phone 
number so the information is up to date in all the 
different services you interact with



When The Citizen Changes 
Their Address Or Phone Number…

• They only have one place to go to change this 
information with the government, i.e. via their cell, 
smartphone, tablet, computer or, an actual office

• After authenticating, the citizen may be required to 
enter a 4 digit pin to provide stronger authentication 
that they are whom they claim to be

• The change makes its way through the architecture 
seen previously and then the identity management 
server automatically sends it out to pre-approved 
apps in ministries, crown corps and third parties



Change in Guardianship to Infants…

• Whenever there is a legal change in parent/guardian 
status, it will be recorded via legal business 
processes in a authoritative source

• The national identity management server would 
then automatically update the record in the 
directory as well as updating ministry apps, including 
health, social services, education and municipalities 
etc. for which a policy has been created.

• This will aid front line people who may be dealing 
with different people claiming conflicting 
parenthood/guardianship for a child



Innovative Treatment Programs

• At a recent African conference I attended, I came 
across people who were using SMS to assist 
mom’s to be with a treatment program in West 
Africa

• They were very existed in the national identity 
and authentication infrastructure this 
presentation covers

• This architecture and strategy presented seeks to 
leverage cost effective ways of treating and 
following up with people using something they 
have in their pockets…a cell phone.



Integrating Private & Public Healthcare…

• Private health care providers would be required to integrate the 
national citizen identity and authentication service into their systems

• They would then be using the same underlying citizen identity as would 
a public healthcare system

• Let’s uses ACME Medical as the third party.  ACME medical would 
create their apps to access the national authentication system using 
patient’s voices as well as some other biometrics where the voice isn’t 
available
– The fancy term for this is ACME’s authentication system would abstract out 

its trust to the national identity and authentication system
• Acme would receive a PAI from the national identity and access 

management system which it would then map to the identity within 
their own data systems

• As open source medical data systems, like HL7, etc. are adopted citizen 
health data could then flow between the private and public systems



So What’s This About “Citizen Consent?”

• As the world and your country digitizes, citizen 
consents will be required for numerous things

• In the past, you gave you consent in silo-ized 
applications

• What if you could centrally manage all the 
consents you have to governments, third parties. 
Municipalities, etc.?

• Today you can using a emerging protocol “User 
Managed Access”



Privacy & Consent
User Managed Access (UMA)

• Standards based 
privacy and consent

• Giving people the 
right to control 
access to their data 
across providers

• Kantara group link to 
the protocol 

• Shipping as an 
integrated feature of 
OpenAM and OpenIG

https://kantarainitiative.org/confluence/display/uma/Home


It’s Your First Day At School…

• Each school will be connected to the internet
• Remote schools will also be given smartphones 
• When you show up, your parents/legal guardians 

will provide one or two biometrics 
• This will be checked against the national directory 

and you, the infant will be found to be their 
offspring or under their guardianship
– This mitigates the risk of inserting a non-citizen into the 

system
• More biometrics will now be taken from you 

including your finger scans, face, retina and voice



Each Subsequent School Year…

• The student will have their face, voice and finger 
scans all updated because they change with 
aging



A Student Record Will Be 
Automatically Created For You…

• The identity management server will send your 
citizen identity information along with your 
parents to an open source education 
management software (which also exists today)

• This will be used your entire life as you move 
between schools, regions, and take courses 
throughout your life

• There’s also something else that can be done…



Students Can Logon To 
School Networks Using Their Voice…

• Schools will leverage the national identity and 
authentication service using their voice to 
authenticate

• The voice is authenticated by the national 
authentication service and then a persistent 
anonymous identifier (“PAI”) will be sent to the 
open source education management system

• This will then take the PAI and map it to the 
student’s identity granting the student access to 
apps and services they are entitled to
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Let’s Follow The Electrons…

• The student uses their voice to authenticate using either 
technology provided in the school or, by using own 
smartphone to log on to the school’s systems

• The IVR takes the voice and then passes it, via the internet 
to the same infrastructure you saw before in previous 
slides

• It goes through the Internet Gateway server and on to the 
Open AM (access manager server)

• This then verifies the voice against the directory or a 
related biometric server

• If successful, the Open AM server then generates the PAI 
which is then sent, via Open IG to the Education portal

• The portal then maps the PAI to your identity and the 
open school management system then takes over





Leverage The Phone…

• At a recent conference, I was with a lady from the Estonian 
government who has worked on their identity system 
since 2000

• As we were sitting together in Kigali, she was looking at 
her children’s homework assignments and if they were in 
classes using her smartphone

• In Estonia, this is called “iSchool”
• This is something which today isn’t possible in most North 

American public schools
• I want to modify this to leverage SMS for people who only 

have a cell phone
• This will leapfrog your country ahead of most other 

countries



Here’s How It Happens…

• Each student’s parents/legal guardian phone 
information in the national student management 
system is kept up to date by the national identity 
and authentication infrastructure

• The open source education management 
software then sends SMS messages to the 
parents/legal guardians

• It will leverage iSchool used in Estonia



This System Prevents “Ghost Students”

• When a person enrolls in a school, trade school 
or post secondary, they will have to provide 
some biometrics to validate who they are

• Each term or year, the student will have to 
provide their biometrics

• This effectively precludes people claiming to be a 
student, attending education institutions and 
then making financial claims to the government

• It will save the your government much money 
every year



You’re Grown Up…

• Now you need to get things like a driver’s license 
and passport

• So you go to their office
• You provide some biometrics
• These are verified against the national identity and 

access management system
• Your tombstone level information is then 

automatically sent from the identity management 
server to the driver’s license or passport system

• You don’t have to fill in any forms with your 
tombstone level identity information



What About The National ID Card?

• You will already had a national ID card for kids (like the 
previously referred to MyKid in Malaysia)

• When you reach the age of 16, the identity management 
server will send you a SMS message telling you to replace 
your youth national ID card with an adult one

• You go to a government office and provide some 
biometrics

• These are then verified against the national identity and 
access management system

• The counter person sees you are you and then prints an 
adult card for you

• You medical information is transferred from the youth card 
to the adult one



And Then There Are Payments…

• You now have to pay for things like 
car/motorcycle registration, license renewals, 
taxes, paying fines, paying for water and power 
bills, etc.

• If citizens could use their cell using things like e-
wallets to pay for these and not have to go into a 
government office…THEY WOULD LIKELY BE VERY 
INTERESTED

• It would save them having to go into a 
government office and stand in line



Let’s Say You Got A Speeding Ticket…

• You would see that you can pay via your cell or 
online

• If you do this, the cost is lower than if you pay 
last minute as is traditionally the case

• Additionally, if you pay even earlier, there will be 
a further discount!

• So you call up a toll free number to access the 
government payment portal (or enter a URL on 
your smartphone, tablet or computer)



Paying Bills Using Their Cell or Internet

Banks

Telcos



Here’s What Happens…

• You authenticate using your voice
• The same identity and access management infrastructure 

authenticates you sending a PAI to the payment portal for 
you

• In the blink of an eye, the payment portal then queries all 
the ministry services dealing with citizen payments and 
finds you have a speeding ticket (using a Enterprise Service 
Bus or “ESB”)

• ESB’s have been around for the last 15 or so years
• The IVR then tells you the amount owing and asks how 

you want to pay
• You select e-wallet and make the payment
• You didn’t have to go into a government office!





It Will Make The Government Money

• At a recent government project I was the identity 
architect for, they centralized all payments into 
one back-end government bank account each 
night

• The nightly interest payments on money received 
increased due to one large amount

• By discounting early payments made via cell or 
online, the government’s daily cash flow will 
increase



Government Citizen Identities 
Can Also Generate Revenue…

• Third parties, like banks, telcos and insurance 
companies have to validate the identity when 
they are creating new accounts

• As a result, they would pay the government to 
not only validate the citizen’s identity but, in this 
strategy, also receive their tombstone level 
identity, with the citizens consent

• In Australia, a national citizen identity validation 
service for documents already exists
– http://www.dvs.gov.au/Pages/default.aspx

http://www.dvs.gov.au/Pages/default.aspx


Change Ways of Business

• In Estonia today, they use digital signatures from their phones 
for any legal contract.  How do they do this?  Let’s continue on 
with our story.   Now you’ re buying something requiring a 
contract signature…

• First, you go to you local telco provider and produce your 
national id card

• They then take some biometrics from you which are validated 
against the national identity and authentication infrastructure

• The telco person removes your sim card and replaces it with 
one containing a government issued digital certificate

• You say thank you, walk out and then log on to government 
website where you create a 4 digit pin

• Now, when you want to sign a contract, you enter the 4 digit 
pin and your digital signature is made!

• https://e-estonia.com/component/digital-signature/

https://e-estonia.com/component/digital-signature/


Businesses Are Legal Identities Too…

• In Estonia, they have a program called “e-residents”
• Their goal is to expand their population from 1.3 to 10 

million virtual citizens.  Why?
• They see themselves as the electronic gateway to the EU
• They are currently changing their laws allowing for 

foreigners to create bank accounts quickly online and to 
grant them limited identity rights to consume and 
leverage services

• So the program is relatively new and currently has 10,000 
e-residents 
http://www.estoniancompanyregistration.com/estonian-
e-residency?gclid=CPHA4uWIgc0CFeop0wodh5kHig

http://www.estoniancompanyregistration.com/estonian-e-residency?gclid=CPHA4uWIgc0CFeop0wodh5kHig


What Happens When A Citizen Dies?

• The citizen is confirmed to be who others claim them to 
be via biometrics
– E.g. fingerprints

• The business process then leads to an entry into the 
death registry

• The registry automatically notifies the national identity 
directory

• The national identity directory then automatically 
notifies all the government ministries/services

• This mitigates the risk of people using dead people’s 
identities to masquerade as others



Mitigate Against Masquerading…

• This deck has shown that since the moment you are born, biometrics 
are obtained and where required, updated, as you age

• Your electronic national identity is thus tied biometrically to you from 
infant until death

• Further, you are issued a national ID card for kids which is now 
leveraged to also assist with healthcare

• The point I am making is that as you approach “Adulthood”, whenever 
you apply for any “official” government document or open a third party 
account, your identity will be validated against your biometrics 
leveraging the national identity and access management system

• When you die, the system ties to you biometrically and then 
automatically sends out your death notice to relevant systems 

• It becomes extremely difficult for malicious people to masquerade as 
one of your citizens



There’s No “One Thing To Do”…

• There is no “one thing” government must do to 
mitigate the risks just identified

• Instead the answer is to have a series of 
defences, commonly referred to as “defence in 
depth”:
– Good architectural design to mitigate the risk of 

creating lucrative databases for attack 
– Strong change management practices used to 

migrate code between the environments
– The design of the data centres and software to 

mitigate risk of both physical and electronic attacks



Don’t Create A “Mother Of All Databases”

• Reduce attack risk by not creating and centralizing 
all citizen data into one major database

• At a recent government project I lead, we 
intentionally designed the system such that most 
sensitive citizen information stayed in each of the 
respective different ministry databases
– The central identity information directory only contained 

citizen “tombstone level” information e.g. legal name, 
address, gender, birth date and telephone numbers

• By doing this, we lowered the attractiveness of 
attacking the directory to mine the information 
contained within



Create A Privacy Architecture

• In this presentation, 
https://hvl.net/pdf/ICTSOAArchitetureMay2016.pdf
I present a suggested target national ICT identity 
target architecture

• Within this deck are slides depicting the privacy 
architecture which uses:
– Centralized identifier which never leaves the directory
– Use of Persistent Anonymous Identifiers (PAI’s) to send 

identity information to each different service
– Three types of encryption used to mitigate against man in 

the middle attacks and impersonation

https://hvl.net/pdf/ICTSOAArchitetureMay2016.pdf


Then There’s Citizen Privacy…

• As governments adopt ICT strategies, there is a 
tendency to create massive centralized databases 
on citizens containing much sensitive information

• If this occurs, then there are high risks of these 
databases being subject to attacks and 
subsequent release of the sensitive information



Highly Available Architecture

• In the target architecture deck are slides 
depicting the use of at last two different data 
centres for high availability

• Should these be “in the cloud”?  
• The surprising answer is likely no  
• Why?



Cloud?

• The key identity and authentication infrastructure 
should be on it’s own network, separate from the 
government network since everything from the 
initial firewalls, routers, load balancers, web and 
application servers must be isolated and protected 
both physically and code wise

• Most national governments want to retain their 
citizen information within their own borders
– Thus any “cloud” used must have the ability to retain the  

information within the country
• This usually restricts the ability of the commercial cloud 

providers to assist



Virtual Servers?

• Since the key ICT Identity infrastructure is being 
run on it’s own network AND, there are 
significant security concerns about sharing the 
servers with other applications running on them 
with shared physical access, then the case for 
virtualizing them diminishes

• While it can be done, there isn’t as strong a 
business case for this as it might appear on the 
surface



Environments and Change Management

• The key ICT Identity infrastructure usually uses the following 
environments:
– Development (Dev)
– Systems Integration Test (SIT)
– User Acceptance Test (UAT)
– Pre-production (Pre-prod)
– Production

• When these environments are originally built, the code for all the 
components used (e.g. firewalls, routers, servers etc.) must be 
inspected before any software is deployed

• Then when any code changes are deployed to the underlying 
components, it must go through a rigorous inspection

• When any identity software change is deployed, this too must go 
through a rigorous software inspection 

• The change management processes for any change must therefore be 
extremely rigorous



Monitoring and Training

• When a service is required at 99.999% availability it 
requires the following:
– Synthetic transactions run every 30-60 seconds to see if it 

is successful
– Monitoring on all components the electrons flow through
– The system operators must see any problems developing 

before the end user does
• A highly available service must also have staff who 

are cross-trained on all components to effectively fix 
them instantly at any time of the day or night
– This is unlike most data centres where there are 

departments for network, databases, etc. 



Single Point Of Enterprise Failure…

• The architecture depicted within this deck and 
used around the world provides many benefits  
BUT ALSO BECOMES A POTENTIAL SINGLE 
POINT OF ENTERPRISE FAILURE

• So any wise enterprise walks into this with their 
eyes wide open right from the start and begins to 
plan a defence in depth strategy to mitigate risks



Denial of Service Attack…

• The front end, internet facing firewalls and load 
balancers must be constantly monitored for 
sudden increase in traffic

• When the system detects a denial of service 
attack in the making, then effective 
countermeasures must then be put in place to 
mitigate the attack



API Architecture

• Modern architectures use “Service Orientated 
Architectures” or “SOA” to modularize service 
delivery

• The most recent development is to use “Application 
Programming Interface” or “API’s” to accomplish this

• In the target architecture deck you will see most 
identity interactions between the various different 
ministry, municipal, crown corporations and 3rd

parties is via API’s using JSON/REST interfaces
• As a result, all of this must be tightly secured and 

well tested



People – The Weakest Link

• If a government implements good design as recommended in 
these slides, it can mitigate against security attacks

• HOWEVER, there is still the weakest link…people
• Organized crime and foreign security agencies will be highly 

motivated to insert ransomware type code in the key national 
ICT infrastructure
– i.e. Any point from the front end load balancers, firewalls, servers, 

etc, the electrons flow through until they reach the back end related 
identity servers

• The easiest way is to bribe and/or compromise key support 
people who have access to the systems

• Risk mitigation measures for this include a mix of security 
checks and automated code monitoring to report any code 
insertions made by the support people



It’s Complex

• The identity solution suggested here 
https://hvl.net/pdf/ICTStrategiesMay2016.pdf and 
the accompanying target architecture here 
https://hvl.net/pdf/ICTSOAArchitetureMay2016.pdf
is complex

• It offers governments and citizens significant 
benefits 

• HOWEVER, it comes with significant risks as well
• These can be mitigated using good architecture, 

defence in depth,  excellent monitoring, training and 
strong security and code checks 

https://hvl.net/pdf/ICTStrategiesMay2016.pdf
https://hvl.net/pdf/ICTSOAArchitetureMay2016.pdf


It’s Addressable

• Large governments and enterprises successfully 
face these challenges each day

• Your country can too if they fully understand the 
implications early on as they begin to design 
their key ICT infrastructure



Most People Don’t See This Coming…

• It is my impression, as an outsider, that most 
government ministries don’t see the underlying 
architecture required as well as the associated 
security risks

• I wrote a Governance deck where I stated that 
most large enterprises have very senior identity 
steering committees since they realize identity 
crosses over all government silo’s

• I strongly suggest that Defence and Intelligence 
become part of such a steering group

http://www.slideshare.net/ghuntington/developing-countries-national-ict-identity-governance-strategy


Any Solution Requires Numerous 
Interlocking Components

• It requires extensive requirements analysis up front before 
ANY RFP is cut for one of the many components

• Then there will have to be generated many different type 
of inter-related RFPs to execute including:

– Open source identity and access management software, design and implementation

– Contract to assemble a set of test voice prints

– Voice authentication RFP with vendor bake-off using the test voice prints

– Open source interactive voice response software, design and implementation

– Open source payment portal design and implementation

– Back-end payment processing contract for credit, debit and cell phone e-wallet payments

– Contract for Estonia e-government advisory

– Contract for legal experts to assist in drafting or adjusting identity and digital signatures laws

– Contract for malware and denial of service attack best practice design and implementation

– Contract for high availability design and implementation

– Contract for 3rd party penetration testing

– Contract for open source health care software design and implementation

– Contract for open source education management design and implementation



New Ways Of Doing Things…

• Means ways of creating potential new different 
attack vectors

• It’s been my own experience that most ministries 
will have to “up their game” one or two notches 
to deal with this new digital world

• Defence and Intelligence not only need to be 
aware of this BUT also aid in designing solutions 
for each potential attack vector mitigating 
against malicious attacks by foreign governments 
and global organized crime



Summary

• With Your Ministry’s 
help, your country 
could become the 
Estonia of Africa – a 
innovative nation that 
leveraged the digital 
world to rethink itself

• Please contact me:
– 1-604-861-6804
– guy@hvl.net
– www.hvl.net

mailto:guy@hvl.net
http://www.hvl.net
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